Anycast DNS: The Secret to
High Availability and
Performance

Proven technology to strengthen the
always-on business
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Introduction
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Overview of Conventional DNS
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The Conventional Query Process
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Figure 1.  Flow of a DNS query and response
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A Closer Look at Conventional DNS

$ $,
& 6 |/ " $ 6
6 $
Authoritative Name Servers
A= © , 5
$ N ., $9% B ;
$ 6 $
5 .
CAB& .-/ 2
DAB& D " $

Secure64 Software Corporation™, ALL RIGHTS RESERVED



Anycast DNS: The Secret to High-Availability and Performance

C $ , , ,
(% $# , & 6 )
6 v , $ "
$ A , ,
"C 6 # 6 6
A O e
, 6 $ &
=$ )" & -
$ ) "

WHITEPAPER

Figure 2.
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Sub-Optimal Performance During Failover
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Conventional failover for unavailable authoritative name server
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No Knowledge of Service Restoration

2 , ,
2& "

$ LR}
$?, 6 " /
/I, 6 $ 9% ,
$ 6 $ ,
$
# 'B * & % 1 E< 1D
'Y, F 3%' G77 7.,

$ L]
: $ $
$
$ ’
6 6 ) 19
2
, "3
$
E 2
A > ?
$ :
, 6
. >
& "
s "
A $ 6 "
77 7. 6:C: 9D D- 9:./- l-- @> H

Secure64 Software Corporation™, ALL RIGHTS RESERVED



Anycast DNS: The Secret to High-Availability and Performance WHITEPAPER

Susceptibility to DoS and DDoS Attacks
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Figure 3.  The client always tries the first caching name server, even if it is unavailable
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Inefficient Failover Behavior
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Anycast In Action

Authoritative Name Servers
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Figure 4.  With anycast, queries automatically go to the nearest authoritative name server
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Automatic Failover
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Figure 5.  Anycast IP addresses allow routers to direct traffic to available name servers
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Improved Load Distribution
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Caching Name Servers
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Figure 6. When a caching server is unavailable, the client automatically fails over to an available server
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